Watertown Police Department

PUBLIGC SERVIGE ANNOUNGEMENT

Parents: Please stop telling
your children that we will haul
them off to g’lail if

they are bad.

We want them to run
to us if they are
scared...

...Not be scared
of us. Thank you.

FACEBOOK.COM/POLICETHINBLUELINE

Detective Mark Conway



Watertown Public Schools
Developmental Assets: A Profile of
Y@Uf Y@U‘rh p /200 (Pre-Newtown Pre-Boston)

Survey administered to students grades T-12 of Swift and WHS
(with parents permission).

1251 children were surveyed. 160-Swift T4l-High School

Survey ncluded many different topics



53% of kids feel safe at home, w school and wn thewr
ne,ighborhcod@,

11% say that the family monitors the young persons
whereabouts.

3% say that the parent(s) are positive role models.

2b% report bewng physical harmed by someone wn thewr home n
the past year. (Physically harmed s defined as someone
causing them to have a scar, black + bkue, bleeding or a
broken bone.



2% overall « 47% of seniors used alcohol wn the last 30 days.
1% « 9% of 8™ graders uvsed whalants n the last 30 days.
5% « Bl of seniors used maryuana w the last year.

“49% overall and I of seniors used other Wicit dmgf:a (cocawe,
herown, ecstasy) w the last year

30% + 4H9% of seniors vode w a car with a drwer that was
driﬁkif\g,

27 « 2% of seniors have had sexual whercourse



6% overall and 219 of seniors have felt sad or depressed most
or_all of the time wn the last month.

I0% overall and 1% of seniors have attempted suicide.

123% overall and 20% of senors have aﬂgage,d w bulimic or
anorexic behavior.

Stahistics are Pre-Newtown and Pre-Boston



Disclaimer
Teen suicide
“Your kids"
Good kids make bad choices

Arrest



What we will cover

Apps and websites that facilitate and fuel bullying
What type of trouble can kids get into for this behavior
The effect bullying has on kids

What con you do to stop it

"Cybe,r'w\\ying 15 like bullying on steroids”

-Guy Buzzannco Former BOE Chairmnan



Types of (yberbullying

Hateful & hurtful comments

Text messaging  harassment

Photographing or videoing someone and spreading that

Screen copturing an inappropriate message and spreading it
Impersonation

Photoshopping pictures of the vichim

Posting the vichims pic on an anonymous board for comments
Posting a pic or video to a porn site

Sextortion «+ blackmail

Many apps can be wntegrated to popular sites; FB etc...



Apps that fuel and facilitate







Your a whore. Everyone knows it.

You know it. Your mom knows it.
Even the lady at McDonald's
knows it. #whore #killyourself

A

*WHSCTPride
aWaterDaok
2Pickonmark

% You really just love my sloppy
o) seconds. #uglyslut

&N Your face gives me headaches
&' #UglySlut

L I
R You are so ugly how do you have a

ga% boyfriend.. Oh wait that's right you put
out #uglyslut #subtweet

Can somebody please tell me why
someone has to be so ugly? You're so

ugly. But the thing is, | don't even feel
bad for you. #uglyslut.




Snapchat  Photo and video sharing
app which allows the user to set a
hmer on how long the recipient can
view the picture.
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FEATURED NEARBY POPULAR

Nearby

Whisper provides a better
experience if we can show you
whispers in your area. Share your
location, we’ll keep it a secret, and
you’ll get more out of Whisper.
Promise.

OK
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[l never; be good enough

O 164 ~> 10 The person A photo Ruin A ERina D 1o ey kbl A



N3 1d ago in Oakville ~ J

* sometimes people don':
realize that the shit they
sal] to me makes me cry

mgseIF to sleep -

® Chat

No replies, be the first!



sometimes De, [ stll get sad when |
have to go back to school and know
| won't be home for another six
weeks.

You matter to somebody... not to
me, but still

You are a whore. And you know

who you are!
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¢ Back '@ ProudWhit'

Delete “Streetchat”

Deleting “Streetchat” will also delete all
of its data.

Delete Cancel
'~ 7 » g ] O
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AboutEveryone

Anonymous comments about every facebook and twitter user.

facebootk.com/ profil= G

What do you think about her/him?

Mo registration necessary!

¥S ago

Definently =N
-_' avs ago

our so nasty

vwhat a lier










l Dharun Ravi

Foommate asked for the room till midnight. | went into molly's room

and turned on my webcam. | saw him making out with a dude. Yay.
617 PM Sep 19 via web

facebook

Tyler Clementi

“don’t wanna report him and then end up with
nothing happening except him getting pissed

at me” “Jumping off the gw bridge sorry.”

Sentenced to 30 days w jail, 3 years probation, 310,000.00 fine and counseling
on cyberbullying and alternative lifestyles.



Watertown Teens Arrested for
Instagram BuIIylng

. UPDATED AT 10-24AM, JULY 9, 2014

¥ TWITTER ) f FACEBOOK &) ‘D PINTEREST in LINKEDIN 3+ COOCLE == EMAIL

Two 16-year-old Watertown High School

students were arrested this week in connection with posts they made on Instagram.

Watertown High School students
arrested 1n cyberbullying case

WATERTOWN >> Two Watertown High School students have been arrested at the end of a

cvberbullying investigation by police into alleged Twitter harassment.




53&”3‘%(oh “Sa X}'i ﬁgof

A person 13 - IT possesses child pornography of a
kid 13-15 and that child voluntarily sent the image.

A Kid 13715 sends child pornography to another kid
13-171.

Class A Misdemeanor



S3a-181 Breach of Peace 27

With wtent to cause wnconvenience, annoyance, or
alarm, OR recklessly, a person:

Threatens to commit any crime to a person or their
property

P ublicly exhibits, distributes, posts up, or adverhises any
offensive, wdecent, or abusive material CONCErnING QY
person

Paraphrase



53a-18IL Intimidation Based on Bigotry or Bias

With specific wntent to harass another person or sigells
becavse of a persons race, religion, disability, sexual
orientation. A person damages or destroys property of
such person OR threatens to do =0

53a-163 Harassment 2nd
With wtent to annoy, harass, or alarm someone, a

person communicates through a computer network with a
person . a manner likely to cause alarm.



D 1) - iR ‘ AN ACT CONCERNING THE STRENGTHENING OF SCHOOL
PUB‘ C AC!’ NO@ 13”232 BULLYING LAWS.

“Cyberbullying” means any act of bullying through the use of the Internet,
wterachive and digital technologies, cellular mobile telephone or other mobile
electronic devices or any electronic communications

"“Outside of the school setting”

Enables students to anonymously report acts of bullying

Mandates employees to act on bullying

Enable the parents or guardians of students to file written reports of
suspected bullying



Passwords, Encryption + Usernames

AT&T = 11:11 PM

Chat with your AIM * buddies

Enter a passcode

L

BitLocker Drive Encryption




Control &« AW « Prnt Screen - Paste who Word

Google Operators  “Mark Conway”

/- Facebook - Windows Internet Explorer

@ v g http:/f facebook.com/iprofile.php?id=123456789

File Edit View Favorites Tools Help

W |89+ |§_)Facebook

facebook
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Disable Restrictions 0 Camera

Allow: i+ Location

2% Safari | Allowed Content:

In-App Purchases m

Ratings For United States
kwi Installing Apps Music & Podcasts Explicit
@ Camera Movies Al
9 |

i+ Location TV Shows All

Allowed Content: Apps All

Moai*‘fcriﬂg Software




Watertownctpd.org

T R T e |

@W atertown Police Department
N : — Yo Protect - :
s CE § amey :g i

@ Watertown Police Department
Internet Crimes Against Children Task Force

The Watertown Police Detective Division is an active ICAC Task Force member, proactively investigating internet
crimes. Our investigative focus is on the distribution of child pornography and the sexual so
through chat rooms, social networks, and other means. Our agency has the equipment and means to investigate these
high tech crimes. We work with other area departments, state and federal agencies to acomplish these tasks.

The Watertown Police Department and the Watertown School system have collaboratively created an internet
safety presentation geared towards students at Swift Junior High and the Watertown High School. The
presentation’s intent is to educate students on not only how to protect themselves from predators, but also on
how to Keep themselves from breaking the law while using the internet. The Watertown Police Department also
provides Internet Safety Presentations for parents and guardians.

Miﬁ-ﬁiﬂgkidﬁ,c@m

Netsonartziill org

A PROGRAM OF THE NATIONAL CENTER
FOR MISSING & EXPLOITED CHILDREN

NATIONAL
CENTER FOR

MISSING 8:

EXPLOITED
& H L LB R'EN

www.missingkids.com







Angry birds chat

You're now chatting with a random stranger. Say hi!




[] Anonymous 04/24/14 (Thu) 13:43:03 No.4¢

Arizona anymore of allie???
Arkansas
: ; [] Anonymous 04/29/14 (Tue) 19:41:38 No.SHE
California

Colorado thats all I've seen of Allie, I know there is a ton of her, but the people that have it are stingy.

NOra

. [ |

Connecticut SR Sy
[] Anonymous 04/29/14 (Tue) 21:27:11 No.5

Delaware

S o R R SO N Y
[] Anonymous 05/01/14 (Thu) 20:50:29 No.qiil

any alexx f? was on motherless for a while but taken down

Being the semi-random creep that I am, I sometimes
check up on Anon to see W anyone I know has been
posted up. I even recommended i+ as my top pick for il et e el
“revenge porn sites” these days. That place was loaded
with a bunch of random nudes of legally aged chicas
from every state.

[J] Ancnymous 05/02/14 (Fri) 15:33:09 r-Ju.E

[ Anonymous 05/02/14 (Fri) 17:39:57 NoJJjj

any luck?

[] Anonymous 05/03/14 (5at) 1

File: 139913 Jog (149.2 KB, 1600x1200, 13846 Mro. ic=g b
damn I would love to see alexx. In the mean time though.

Sam R




MY E X GET REVENGE.

HOME SUBMIT YOUREX SEXTAPES JUSTGIRLS JUSTGUYS GETLAID CELEBRITIES ATHLETES ADVERTISING FAQ CONTACTUS

Find Someone You Know...

Fravame ———J(svare —J[iwon

Add Your Ex: Their Basic Info

%* Their First Name | % Their Country | select Country
% Their Last Name | % Their State/Region
Nickname | * Their City | select City|v|

% Their Gender O Male ) Female f e eebodi
i

% Their Age |
. iJ Their Twitter

% Your Post Title |

Give Casey some details
or tell your story.




"Youcanturna

B computer on. Yay.

AmolLheaTrleoso com g

= e Lente ekl
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You must be really
bored.

TorProject.org

=
—

Hard Cand
OnioniB

ad
4
PedoPlanet

/‘j \\/ i,\
‘/’ Hidden IKI
”

»

Elther use a proxy, or ‘;‘
g Say hitothe FBI.

Has anyone really been far even
as decided to use even go want
to do look more like?




publicanAmerican

Thursdy, Decemder 6, 2012 9:22 AM EST

Computer held child porn images
BY JONATHAN SHUGARTS REPUBLICAN-AMERICAN

WATERBURY — Police arrested a 32-year-old city man who they say had more than
50 images of child pornography on his laptop computer, including a young girl being
sexually abused.

. o _ St., Apt. 6H, admitted to obtaining the porn online,

but also told police he used his neighbor's wireless connection for some of the
downloads.

Watertown Detective Mark Conway was working undercover to find computers that
held illegal porn. While looking for suspect machines in October, he identified a
computer that was using a file-sharing program that allows users to swap video and
music files.




facebook Fod Friends | Home | 83 &

Sponsored ¥

eBay Gold & Silver
Sweeps

We're giving away over
$2,000 worth of Gold &
Silver Bullion!

All Kids Can Be

Early childhood
education puts all kids
on the path to be

+1 Add Friend Message ¥ ¥ GR8by8. Like &learn
more!

@ Works at Friends only
= Studied at Friends only
@ LivesinFriends only
with Friends only




s ads ]Sexml Predator
Deungnaton: | =

newgnx: | 508"

VeI | 130 Ibs

JOSHUA
Date Of Photo: 05751 152(

Adjudication Chime Descrption CourtCase | Jumsdiction & ) eopon
|

Date Number State

| |

05/19/2010 | Lewd, Lascivious batt sex wavictim 12-15 | || L | Guilty fconvict
years old; F.5. $00.04(4)a)

|

06/30/2010 | Lewd, Lascivious batt sex wihvictim 12-15 _ ‘ Guilty fconvict
years old; F.5. $00.04(4¥3) \ l

years old; F.5. 800.044Ya) ‘ L |

|
. | |
06/30/Z010 | Lewd, Lascivious batt sex wivictim 12-15 I | Guilty/convict
















